Distributed Ledger Technology
Cybersecurity – challenges for political Switzerland

State of the art

Recommendations

Blockchain is a special form of Distributed Ledger
Technology (DLT). DLT can be seen as a distributed
database (ledger) held and updated independently by
each participating node in a network. There is no
central authority that maintains the database and
communicates the records to the nodes. Instead, the
records are constructed independently and held by
every node. This means that every node processes
every transaction and comes to its own conclusion. A
consensus protocol ensures that each node maintains
an identical copy of the database.
There are various ways of how to implement DLT,
Blockchain being the most widely known one. Very
often Blockchain is associated with cryptocurrencies
like Bitcoin. It has to be noted that the terms should
not be used interchangeably. Blockchain is the
technology that most cryptocurrencies are built on.

Blockchain and DLT in general unveil new
possibilities for a wide range of business
applications. Blockchain-based solutions that are
currently developed and promoted by start-ups
will further mature. It is recommended that
organizations planning to deploy blockchain-based
solutions do a proper risk assessment with
emphasis on the application that runs on top of
the underlying blockchain platform.
Particularly in Switzerland there are many Blockchain
start-ups. A recent report counts more than 800
companies with over 4’000 professionals active in
Blockchain and cryptocurrency technology, located
mainly in the «Swiss Crypto Valley» around Zug.

Challenges
Blockchain removes the need to trust a central
authority such as banks, insurers, or notaries. Not
having a central authority involved has advantages
and disadvantages from a security point of view.
There is no single point of failure but there is also no
control point that may be able to identify and act on
unforeseen problems. Instead, one has to trust the
Blockchain technology itself and the built-in fault
tolerance.

Blockchain security issues reported so far typically
do not relate to the Blockchain platform itself but to
the applications running on it. In this sense,
Blockchain applications are not different from
traditional applications, they both are exposed to
similar security issues.
From an end user perspective, poor key management
practices are a major concern. Lost or stolen keys are
a widely reported problem that has immediate
financial impact in the case of cryptocurrencies.
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Need for action
The Blockchain technology and its applications will
further mature, in particular performance
improvements to increase the transaction processing
speed are to be expected as well as new security and
privacy features.
On the legal side, the application of Blockchain to
the finance industry has raised various questions.
Therefore, in November 2019, the Swiss Federal

Council adopted the dispatch on the further
improvement of the framework conditions for
Blockchain and DLT based applications. Amendments
to nine federal acts are proposed covering both civil
law and financial market law. They are aimed at
increasing legal certainty, removing barriers for DLT
applications, and reducing the risk of abuse.
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